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PARENTAL CONTROL FUNCTIONS

KinderGate Parental Control is a tool that allows home users to control Web

resources used by their underage children.

Features:

* Blocking unwanted URL categories

* Protecting kids from unwanted friends
* Blocking dangerous websites

* Setting Internet access mode

* Messengers and files download control
°* Monitoring and statistics
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BLOCKING UNWANTED URL CATEGORIES

With UserGate Parental Control, parents can deny access to web
sites with adult content and block a wide range of other URL
categories, including resources containing malicious software, web
sites related to drugs and violence, gaming resources, etc.

The tool can also monitor categories of web pages visited by your
child without denying access to any resources.
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HOSTED INTERNET SECURITY SERVICES

The program uses BrightCloud filtering module with a database of 500 million
web sites that is kept updated all the time.
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PROTECT YOUR CHILD FROM UNWANTED FRIENDS

i) myspace.
Online dating sites and social networks are being

-Y.E_Hm' extensively used by pedophiles and maniacs.

CEIT T Resorting to anonymity on the Internet, pedophiles
search for potential victims among children, often

daﬁngocom@* telling they are the same age with them.

According to the US National Center for Missing and Exploited Children, one
of every five children aged 10 to 17 has received sexually-related offers from
pedophiles over the Internet.

A popular social network MySpace.com deleted 90 thousand accounts
registered by users found practicing sexual harassment in 2008.
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BLOCK DANGEROUS WEBSITES

The Internet becomes a more dangerous environment every day.

* Computers get infected by over 90% of viruses via the Internet

* The number of infected websites grows continuously

* Alot of phishing sites have appeared recently

* Infected computers are extensively used for spamming purposes

* Growing popularity of social networks gave way to new types of fraudulent
activity with the intruder receiving his victim’s personal information.

With KinderGate, you may block access to over 5 million websites that
feature phishing, Trojans, keyloggers, botnets and other malicious software.
The database of dangerous websites is updated on a daily basis.
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DYNAMIC APPROACH BENEFITS

PORN SITE CREATION EXAMPLE:

1. Create a website about butterflies

2. Classify the website as an educational page about animals (dynamics
and statics)

3. Replace content with pornography

4. With static approach, the site will be categorized as a site about animals
5. With dynamic approach, its category will be changed to Porno

DYNAMIC APPROACH STATIC APPROACH
* Some 100,000 websites get modified * Category updates are rare
every day * As arule, the update process is
* Information on malware websites launched manually

comes from multiple sources

* Database contains around 500 million
websites

* Database is kept constantly updated
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SECURE SEARCH

Secure Search function helps block unwanted requests in Yandex, Google
and other search engines. Morphological analysis of Internet resources now
enables a better protection from unwanted online factors.

Users can enable the feature to check for such categories, as “Foul
Pornography” or “Games.”
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INTERNET USAGE CONTROL

UserGate Parental Control lets you to establish Internet access to allow or
deny access at a certain time or on certain days.
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INSTANT MESSENGERS CONTROL

KinderGate Parental Control
also lets you restrict the use of
instant messengers (ICQ,
MSN, Yahoo, Jabber, mIRC).

You can also deny downloads
of certain files (EXE, DOC,
MP3, AVI, etc.).

Rule: Protocols

Rule name

Mew Rule

Select protocols

LLLLLL

HTTP
FTFR
FOP3
SMTR
H323
SIP
RTFP
ICQ
YMSG
MSN
JAEBER
KIMSS
MAILRU
IRC

TR

Hint

Rule can be applied either to all protocols or to the
selected protocols only,

Ok

] [ Previous ] Mext
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MONITORING AND STATISTICS

In addition to restricting access, you can use KinderGate Parental Control to

monitor web resources visited by your children.

@ KinderGate Parental Control

KinderGate

Parental Contral

KinderGate generates reports of
visited URL categories, online
applications and games, connection
time, etc.

The most visited categories
The most visited sites
Last blocked requests

Traffic diagramm

You can use the statistics provided
by the program to determine if
restricting your child’s Internet
usage is reasonable.
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