
USERGATE 

PROXY & FIREWALL
Internet Access Management, Information Security, 

Traffic Management and Access Control



INTERNET ACCESS MANAGEMENT

• Internet access management

• Proxy servers for multiple protocols

• Multiple ISP support

• Backup channel support

• Bandwidth management

• Web caching

• IP telephony support



MULTIPLE ISP SUPPORT

Benefits:

• More reliable Internet access

• Different channels can be used for different 

types of traffic

BACKUP CHANNEL



BANDWIDTH MANAGEMENT

• Set specific bandwidth values for different 

protocols and types of traffic

• Control bandwidth for individual users



IP TELEPHONY SUPPORT

• SIP and H.323 support

• Comprehensive phone calls statistics



• Dual antivirus protection

• Firewall

• Integrated NAT driver

• VPN support

INFORMATION SECURITY



DUAL ANTIVIRUS PROTECTION

UserGate installation options:

• Without a virus scanner

• With Kaspersky Antivirus

• With Panda Antivirus

• With two antivirus modules

Functions:

Antivirus modules scan all your http, ftp, pop3 
and imap traffic.

Integrated firewall module protects your system 
from external intrusions.



MONITORING AND MANAGEMENT FEATURES

• Application control

• URL filtering

• Speed limitations and traffic quotas

• Real-time session monitoring

• Detailed statistics

• Billing



APPLICATION CONTROL

• Use Internet access policies (for example, you can deny access from 

older Internet Explorer versions)

• Deny Internet access to applications listed as unwanted in your corporate 

policy (download managers, instant messengers, P2P clients, etc.)

• Monitor applications used by users for Web access

Our unique application control module is a valuable add-on to the 

standard antivirus protection. Its features include:



BRIGHTCLOUD URL FILTERING MODULE

• Database with over 470 million websites

• All widely spoken language websites classification support

Source: Study of Internet usage by 50,000 employees at over 3,000 
companies (performed by Entensys in 2009).



SESSION MONITORING AND STATISTICS

- A manager can view:

• Detailed website request statistics for all employees

• Traffic cost information

- The following actions may be applied to any user:

• Assign traffic quota

• Set channel bandwidth

• Deny connection via certain protocols

• Determine categories of allowed websites

• Set internet access time for a user



NETWORK ADMINISTRATION

• DHCP support

• Routing

• Resource publishing

• Remote administration



UserGate proxy server is 

controlled from the administrator 

console.

You may use the administrator 

console remotely from any 

machine in your LAN or from 

anywhere in the world via the 

Internet.

USER-FRIENDLY INTERFACE



ADVANTAGES

• Easy to integrate

• Wide range of features

• Use of innovative technologies

• Advanced reliability achieved through partnering with the 

leading vendors in the industry

• Cost efficiency

SOFTWARE PACKAGES

• UserGate Proxy & Firewall

• UserGate + Kaspersky Antivirus

• UserGate + Panda Antivirus

• UserGate + Kaspersky Antivirus + Panda Antivirus


